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Introduction

About this User Manual 

This User Manual provides installation and operation instructions for the OmniView IP 5000 HQ system produced by Belkin International, Inc.  
It is intended for system administrators and network managers, and assumes that readers have general understanding of networks, LDAP,  
hardware, and software.

All information in this User Manual is subject to change without prior notice.

OmniView IP 5000HQ is a robust central management appliance that 
provides reliable and secure management of IP devices. 

OmniView IP 5000HQ integrates with Belkin IP devices and serial 
console server devices to facilitate an intuitively manageable, 
centralized out-of-band access portal—designed to maintain all IT 
assets. OmniView IP 5000HQ centralizes all user account information 
relevant for IP device administration without interfering in the standalone 
survivability of each device. 

OmniView IP 5000HQ is Web-based, and is managed using XML over 
HTTPS, which allows for secure, yet highly adaptable, administration. 

Designed to work across LAN or WAN, OmniView IP 5000HQ monitors 
and auto-configures KVM IP devices, whether residing on the local 
enterprise network or in remote branches. 

OmniView IP 5000HQ delivers the most advanced solution for enterprise 
IT management and remote control. It supports multiple servers in 
different locations in an environment that is completely configurable by 
the network administrator. 

1.1 Key features

IT Management - OmniView IP 5000HQ centralizes the management 
of all devices, authentication, and global operation from a web browser. 
The local administrator can monitor, control, and manage the various 
devices, user accounts, and authorization from one web interface.

Automatic Discovery - Belkin IP devices are discovered automatically 
by the OmniView IP 5000HQ Manager.

Access Services - Connect to a variety of both hardware and software 
external resources such as: ILO, RDP, SSH, VNC, and web pages, etc., 
from the OmniView IP 5000HQ interface. 

Security - OmniView IP 5000HQ provides an extra security layer in 
addition to the existing authentication and encryption policy—ensuring 
that only authorized users can access servers. 

Availability - Maximizes uptime by centralizing management and 
allowing immediate and effective maintenance. 
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11.1.10 New Access Services     

You can add other Access Services. If the new service has an 
executable application, the application must be installed on all client 
computers, preferably in the same path. 

Add new Access Services as follows:

1.	 From the “Access Services” page, click  	   .  
	 The “New Service” page appears; see Figure 79. This page is a 	
	 template for configuring a new Access Service. 

Figure 79 New Service page

Fill in the fields that are relevant to the service as follows: 

Name – Name of the Access Service

Description – Description of the Access Service

URL – If the Access Service resource can be reached via a web 
browser, type the URL here: HTTP or HTTPS, etc. You may incorporate 
variables into the URL as follows:

•	 %ProgramFiles% – Program Files folder

•	 %SystemRoot%\ –  Windows folder

•	 %IP% – IP address (“IP” check box must be selected)

•	 %Port% – TCP port number (“Port” check box must be selected)

•	 %UserName% – Login user name 

•	 %Password% – Login password (“Login Method” check box  
	 must be selected)

Application Path – If the new service has an executable application, the 
application must be installed on all client computers, preferably in the 
same path. The application could be in any drive in, e.g., the following 
folder: %ProgramFiles%\Access service. Type the application path and 
executable name, including all command line switches, options, and 
parameters.

IP – Where relevant, type the IP address of the Access Service resource. 

Port – Where relevant, type the port number.
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As explained in the “Configuring Access Services” section, the Access 
Service default values are set globally in the “Settings” section of the 
menu, in “Applications/Access Services”. The following sections explain 
how to configure each Access Service for individual targets. 

You configure the Access Services for each target from the  
“Access Services” tab, as follows:

1.	 From the “Management” menu, select “Targets” and the “Targets” 	
	 page appears; see Figure 80. 

Figure 80 Targets page

2.	 For new targets, click the “New Target” button; for existing Targets,  
	 click the target name in the name column. The “Access Services”  
	 tab appears.

12.1 Default Access Service     

You can set any of the Access Services to be the default service. This 
means that the service will be used to access the target by default when 
selecting the target name. To access the target via a different service, 
the service must be selected. To set a service as the default, display 
the service as explained below and select the “Set as Default Service” 
check box.
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12.1.1 Single Port Console Server     

This service is reserved for future use. To configure Single Port  
Console Server:

1.	 From the “All Services” list, select the “Single Port Console Server”  
	 check box. “Single Port Console Server” now appears in the  
	 “Active Services” list.

2.	 Click “Single Port Console Server”. The “Single Port Console Server”  
	 settings appear; see Figure 81.

Figure 81 Single Port Console Server settings

Description – Description of the Access Service: Console Server

Application: PuTTy.exe – This application must be installed on all  
client computers.

Path – Path of the PuTTy application. Only change the default path if it  
is unsuitable.

URL/Host – Type the URL/host of the Console Server. 

Port – The Console Server TCP port number is 4000. 
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12.1.2 Web     

From the “All Services” list, select the “Web” check box. “Web” appears 
in the “Active Services” list.

Click “Web”. The “Web” settings appear; see Figure 82.

Figure 82 Web Target

Description – Description of the web service

URL – Set the URL for each individual web page here.

12.1.3 ILO     

From the “All Services” list, select the “ILO” check box. “ILO” appears in 
the “Active Services” list.

Click “ILO”. The ILO settings appear; see Figure 83.

Figure 83 ILO
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Description – Description of the Access Service: ILO

URL/Host – Type the URL/Host of the ILO resource. 

Port/Application/PuTTy Application Path – These fields are only 
relevant in SSH mode. The difference between SSH and Web mode is 
detailed below.

SSH mode (default)

SSH mode uses an ILO console server. In SSH mode, the PuTTy 
application must be installed on all client computers, preferably in the 
same path. In the default path %ProgramFiles%\PuTTy, the application 
could be in any drive in the Program Files\PuTTy folder. 

The PuTTy application can be obtained from:  
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

In SSH mode, the port number is 22 (default).

See below for login method.

Web mode

Web mode uses a remote console with power management options. 
In Web mode there is no need for an executable application. Figure 84 
illustrates the ILO fields in Web mode.

Login Method:  

•	 Prompt for Credentials – This means the ILO login appears and you 	
	 log in manually.

•	 Use OmniView IP HQ Credentials – This means OmniView IP 5000HQ  
	 logs in to ILO with the currently logged user credentials. Ensure that  
	 ILO is configured to recognize the same user name and password.

•	 Use the Following Credentials – Where the user name and password  
	 are different for OmniView IP 5000HQ and ILO, select this option.  
	 User name and password fields appear. Type the ILO user name  
	 and password. OmniView IP 5000HQ logs in to ILO using this  
	 user name and password.

Figure 84 ILO – Web mode
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12.1.4 RDP     

From the “All Services” list, select the “RDP” check box. RDP appears in 
the “Active Services” list.

Click “RDP”. The RDP settings appear; see Figure 85.

Description – Description of the Access Service: RDP

URL/Host – Type the URL/host of the target server.

Mode – RDP Client or Web. These are explained below.

Screen Size – Select the screen size from the drop-down menu.

Web mode (default)

In Web mode there is no need for an executable application. When 
selecting Web mode, the page appears as in Figure 85.

Login Method:  

•	 Prompt for Credentials – This means the RDP login appears and  
	 you log in manually.

•	 Use OmniView IP HQ Credentials – This means OmniView IP 5000HQ  
	 logs in to RDP with the currently logged user credentials. Ensure that  
	 RDP is configured to recognize the same user name and password.

•	 Use the Following Credentials – Where the user name and password  
	 are different for OmniView IP 5000HQ and RDP, select this option.  
	 User name and password fields appear. Type the RDP user name and  
	 password. OmniView IP 5000HQ logs in to RDP using this user name  
	 and password.

Figure 85 RDP – Web mode
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RDP Client mode

When using RDP Client mode, the page appears as in Figure 86.

RDP Client mode uses an RDP console server. From Windows XP 
onward, the executable application, mstsc.exe, comes as part of the 
operating system. 

RDP Application Path – The RDP application must be installed on 
all client computers, preferably in the same path. In the default path 
%SystemRoot%\System32 (see Figure 86), the application could be in 
any drive in the Windows\System32 folder.

Figure 86 RDP – RDP Client mode

In RDP Client mode, there is only manual login.

12.1.5 SSH     

From the “All Services” list, select the “SSH” check box. “SSH” appears 
in the “Active Services” list.

Click “SSH”. The SSH settings appear; see Figure 87.

Figure 87 SSH

Description – Description of the Access Service: SSH

Application – PuTTy.exe is the application used for SSH access. The 
PuTTy application can be obtained from:  
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
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PuTTy Application Path – PuTTy application must be installed on 
all client computers, preferably in the same path. In the default path 
%ProgramFiles%\PuTTy, the application could be in any drive in the 
Program Files\PuTTy folder. 

URL/Host – Type the URL/host of the SSH resource.

Port – The SSH port number is 22 (default).

Login Method: 

•	 Prompt for Credentials – This means the SSH login appears and  
	 you log in manually.

•	 Use OmniView IP HQ Credentials – This means OmniView IP 5000HQ  
	 logs in to SSH with the currently logged user credentials. Ensure that  
	 SSH is configured to recognize the same user name and password.

•	 Use the Following Credentials – Where the user name and password  
	 are different for OmniView IP 5000HQ and SSH, select this option.  
	 User name and password fields appear. Type the SSH user name and  
	 password. OmniView IP 5000HQ logs in to SSH using this user name  
	 and password.

12.1.6 VNC     

From the “All Services” list, select the “VNC” check box. “VNC” appears 
in the “Active Services” list.

Click “VNC”. The VNC settings appear; see Figure 88.

Figure 88 VNC – VNC Client
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12.1.7 Telnet     

From the “All Services” list, select the “Telnet” check box. “Telnet” 
appears in the “Active Services” list.

Click “Telnet”. The telnet settings appear; see Figure 90.

Figure 90 Telnet

Description – Description of the Access Service: Telnet

Application – PuTTy.exe is the application used for telnet access. The 
PuTTy application can be obtained from:  
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html

PuTTy Application Path – PuTTy application must be installed on 
all client computers, preferably in the same path. In the default path 
%ProgramFiles%\PuTTy (see Figure 90), the application could be in any 
drive in the Program Files\PuTTy folder. See the general notes above 
about variables.

URL/Host – Type the URL/host of the telnet resource.

Port – The telnet port number is 23 (default).
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12.1.8 VMware Server     

From the “All Services” list, select the “VMware Server” check box. 
“VMware Server” appears in the “Active Services” list.

Click “VMware Server”. The VMware Server settings appear; see Figure 91.

Figure 91 VMware Server

Description – Description of the Access Service: VMware Server

URL/Host – Type the host/IP of the VMware Server resource.

Application – vmware.exe is the application used for VMware Server 
access. The VMware Server Client application can be obtained from:

http://www.vmware.com/download/server/

Application Path – VMware Server Console must be installed on 
all local computers, preferably in the same path. In the default path 
%ProgramFiles%\ VMware\VMware Server Console, the application  
could be in any drive in the Program Files\VMware\VMware Server 
Console folder.

Virtual Machine Path – Type the Virtual Machine Path on the  
VMware Server.

Login Method:  

•	 Prompt for Credentials – This means the VMware Server login 	 	
	 appears and you log in manually.

•	 Use OmniView IP HQ Credentials – This means OmniView IP  
	 5000HQ logs in to VMware Server Console with the currently logged  
	 user credentials. Ensure that VMware Server is configured to  
	 recognize the same user name and password.

•	 Use the Following Credentials – Where the user name and password  
	 are different for OmniView IP 5000HQ and VMware Server, select this  
	 option. User name and password fields appear. Type the VMware  
	 Server user name and password. OmniView IP 5000HQ logs in to  
	 VMware Server using this user name and password.
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For an administrator to access a target:

From the menu, select “Access”. The “Access” page appears, showing 
the individual targets the administrator is currently allowed to access.  
See Figure 92.

Figure 92 Access page

13.1 Access page columns     

The “Access” page columns contain the following:

13.1.1 Power management column     

When there are power management devices connected to the targets, a 
Power icon appears in this column, from which you can power-manage 
the target.

13.1.2 Name column     

This column includes the name of the target and the default Access 
Service icon. This icon represents the Access Service that is used by 
default to access the target when the target name (or Access Service 
icon) is clicked. To use a different Access Service, click it in the “More 
Access Services” column.



78OmniView IP 5000 HQ

Accessing Targets – Administrator

sectionsTable of Contents 1 3 5 7 9 11 13 15 17 192 4 6 8 10 12 14 16 18 20 21

13.1.3 Status column     

The “Status” column gives the current status of the target as follows:

Available – A user can press the target name link and establish a remote 
session to that target.

Remote Active Session – A user is currently connected. (He can be 
disconnected by an administrator. The disconnected user will be notified 
of this.) 

Unassigned – The target is not assigned to any KVM-over-IP device.

Updating device – Device is receiving an updated configuration from 
OmniView IP 5000HQ Manager, and cannot currently serve remote 
sessions.

Unavailable – IP device is not available (IP device is itself in  
“Alarm” status).

Busy – This refers to a server connected to an IP device via a KVM 
switch. A user or users are currently accessing other servers connected 
to that KVM switch and no more servers can be accessed.

Local active session – (Only appears for matrix switches). A local user is 
currently connected.

Idle – All targets assigned to non Belkin KVM-over-IP Access Services 
display “Idle” in the “Status” column. 

13.1.4 More Access Services column     

All configured Access Services appear here. The default service always 
appears next to the target name. To use a different Access Service,  
click it in the “More Access Services” column.

13.2 Accessing a target via KVM-over-IP remote session     

1.	 Click a target or Belkin globe icon    . The Remote console window 	
	 with the target’s screen appears; see Figure 93. 

Figure 93 Remote console window

On the remote console, you have the following:

Target name – The currently accessed server identity can be checked by 
looking at the server name on the Internet Explorer title bar.

Toolbar icon – This is the minimized toolbar from which you switch and 
configure the system.
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13.2.1 Taking over a busy remote session     

While only one user can have control, many users can be connected 
simultaneously. When connecting to a busy target, an administrator has 
the option to take over the target. A user only has this option when the 
current session is run by another user, but not by an administrator. 

Choose to take over or view only or cancel 

When watching a screen in View Only mode, you can double-click inside 
the Remote screen border (see Figure 93) to take over the remote control. 
The current user sees a message stating that control has been taken over.

13.2.2 The toolbar 

To maximize the toolbar:

Click the arrow     . Click again to           minimize the toolbar.

When maximized, the toolbar can be dragged and dropped to anywhere 
on the screen, by dragging the icon        . When minimized, the icon glides 
to a side of the screen.

To hide the toolbar, either:

Double-click the Belkin OmniView icon         on the system tray.

Or press “F9”. 

To display the toolbar, repeat the above action. 

13.2.3 Switching to a different server     

There are two methods of switching to a different server.

(A)	 Select a different target from the OmniView IP 5000HQ Access page.

(B)	 When the target to which you wish to switch is connected to the same  
	 KVM IP device as the current target:

1.	 From the toolbar, click        or right-click       . A list of available  
	 servers appears. The currently connected server is highlighted in bold.

2.	 Click the desired server name. The screen of the selected  
	 server appears.

13.3 Accessing a target through other Access Services     

Default Access Service

Where the Access Service is the default Access Service, its icon appears 
in the “Name” column on the “Access” page. 

To access the target:

Click the icon or the target name on the “Access” page. 

Not default Access Service

Where the Access Service is not the default Access Service, its icon 
appears in the “More Access Services” column on the “Access” page.

To access the target:

Click the icon in the “More Access Services” column on the “Access” page. 

Access to the target works according to the type of service accessed and 
according to the parameters as configured in the “Configuring Access 
Services” section on page 55.
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13.4 Exiting the OmniView IP 5000HQ system     

To exit the system:

Just below the OmniView logo		         , click “Logout”.  
The login screen appears and you are logged out. 

Note: Exiting the OmniView IP 5000HQ Manager has no effect on open 
user sessions.
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20.1 WEEE compliance

WEEE Information for Belkin International, Inc., Customers and Recyclers

Under the Waste Electrical and Electronic Equipment (WEEE) Directive 
and implementing regulations, when customers buy new electrical and 
electronic equipment from Belkin International, Inc., they are entitled to:

•	 Send old equipment for recycling on a one-for-one, like-for-like basis 	
	 (this varies depending on the country) 

•	 Send the new equipment back for recycling when this ultimately 	
	 becomes waste 

Instructions to both customers and recyclers/treatment facilities wishing 
to obtain disassembly information are provided in our website at  
http://www.belkin.com.
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ICES 

This Class A digital apparatus complies with Canadian ICES-003. Cet 
appareil numérique de la classe A est conforme á la norme NMB-003  
du Canada.

We, Belkin International, Inc., of 501 West Walnut Street, Compton, CA 
90220, declare under our sole responsibility that the product:

F1DP101C   

to which this declaration relates:

Has been tested and found to comply with the limits for a Class A digital 
device, pursuant to Part 15 of the FCC Rules. These limits are designed 
to provide reasonable protection against harmful interference when the 
equipment is operated in a commercial environment. This equipment 
generates, uses, and can radiate radio frequency energy and, if not 
installed and used in accordance with the instruction manual, may 
cause harmful interference to radio communications. Operation of this 
equipment in a residential area is likely to cause harmful interference in 
which case the user will be required to correct the interference at his or 
her own expense. 

CE Declaration of Conformity

We, Belkin International, Inc., declare under our sole responsibility that 
the product F1DP101C, to which this declaration relates, is in conformity 
with Emissions Standard EN55022 and with Immunity Standard 
EN55024, LVP EN61000-3-2, and EN61000-3-3. 

FCC Statement
DECLARATION OF CONFORMITY WITH FCC RULES FOR ELECTROMAGNETIC COMPATIBILITY
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Belkin International, Inc., Limited 2-Year Product Warranty

What is not covered by this warranty?
All above warranties are null and void if the Belkin product is not 
provided to Belkin for inspection upon Belkin’s request at the sole 
expense of the purchaser, or if Belkin determines that the Belkin product 
has been improperly installed, altered in any way, or tampered with. 
The Belkin Product Warranty does not protect against acts of God such 
as flood, earthquake, lightning, war, vandalism, theft, normal-use wear 
and tear, erosion, depletion, obsolescence, abuse, damage due to low 
voltage disturbances (i.e. brownouts or sags), non-authorized program, 
or system equipment modification or alteration.

How to get service.   
To get service for your Belkin product you must take the following steps:

1. �Contact Belkin International, Inc., at 501 W. Walnut St., Compton CA 
90220, Attn: Customer Service, or call (800)-223-5546, within 15 days 
of the Occurrence. Be prepared to provide the following information:

	 a. The part number of the Belkin product.

	 b. Where you purchased the product.

	 c. When you purchased the product.

	 d. Copy of original receipt.

2. �Your Belkin Customer Service Representative will then instruct you on 
how to forward your receipt and Belkin product and how to proceed 
with your claim.

What this warranty covers.
Belkin International, Inc. (“Belkin”) warrants to the original purchaser of 
this Belkin product that the product shall be free of defects in design, 
assembly, material, or workmanship. 

What the period of coverage is.
Belkin warrants the Belkin product for two years. 

What will we do to correct problems? 
Product Warranty.
Belkin will repair or replace, at its option, any defective product free of 
charge (except for shipping charges for the product). Belkin reserves the 
right to discontinue any of its products without notice, and disclaims any 
limited warranty to repair or replace any such discontinued products. 
In the event that Belkin is unable to repair or replace the product (for 
example, because it has been discontinued), Belkin will offer either 
a refund or a credit toward the purchase of another product from 
Belkin.com in an amount equal to the purchase price of the product 
as evidenced on the original purchase receipt as discounted by its 
natural use.
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Belkin reserves the right to review the damaged Belkin product. All 
costs of shipping the Belkin product to Belkin for inspection shall be 
borne solely by the purchaser. If Belkin determines, in its sole discretion, 
that it is impractical to ship the damaged equipment to Belkin, Belkin 
may designate, in its sole discretion, an equipment repair facility to 
inspect and estimate the cost to repair such equipment. The cost, if any, 
of shipping the equipment to and from such repair facility and of such 
estimate shall be borne solely by the purchaser. Damaged equipment 
must remain available for inspection until the claim is finalized. 
Whenever claims are settled, Belkin reserves the right to be subrogated 
under any existing insurance policies the purchaser may have. 

How state law relates to the warranty.
THIS WARRANTY CONTAINS THE SOLE WARRANTY OF BELKIN. 
THERE ARE NO OTHER WARRANTIES, EXPRESSED OR, EXCEPT AS 
REQUIRED BY LAW, IMPLIED, INCLUDING THE IMPLIED WARRANTY 
OR CONDITION OF QUALITY, MERCHANTABILITY OR FITNESS FOR A 
PARTICULAR PURPOSE, AND SUCH IMPLIED WARRANTIES, IF ANY, 
ARE LIMITED IN DURATION TO THE TERM OF THIS WARRANTY.  

Some states do not allow limitations on how long an implied warranty 
lasts, so the above limitations may not apply to you.

IN NO EVENT SHALL BELKIN BE LIABLE FOR INCIDENTAL, SPECIAL, 
DIRECT, INDIRECT, CONSEQUENTIAL OR MULTIPLE DAMAGES SUCH 
AS, BUT NOT LIMITED TO, LOST BUSINESS OR PROFITS ARISING 
OUT OF THE SALE OR USE OF ANY BELKIN PRODUCT, EVEN IF 
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.  

This warranty gives you specific legal rights, and you may also have 
other rights, which may vary from state to state. Some states do not 
allow the exclusion or limitation of incidental, consequential, or other 
damages, so the above limitations may not apply to you.
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